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IF THERE ARE PRODUCTS ADVERTISED IN THIS PUBLICATION THAT YOU WOULD LIKE MORE
I N F O R M A T I O N A B O U T, P L E A S E C O N TA C T Y O U R S M A R T C H O I C E ® T E R R I T O R Y M A N A G E R .

CEO L ETTER

W

ith all of the hats independent agents must wear,

tion, opening you and your agency to liability, and causing a huge

the day-to-day operation of running an agency, and

headache for the people who have given you, their trust. That trust

crises demanding your immediate attention, it can

would be irreparably damaged and likely cost your clients.

be difficult to find time to manage the security of your clients’
information. In this business we handle so much sensitive
personal and private financial consumer information that we
have to be vigilant about staying on top of cyber security. It is
important to always be cognizant of potential threats in order to
preserve your clients’ security and that of your book of business.
Making sure you are aware of these risks now will save you time

We’ve devoted this issue of Smart Choice Magazine to continue
building knowledge and awareness around cyber security.
Some of our carrier partners like RPS Insurance and Nationwide
have a wealth of material about cyber security which they’ve
shared in their articles. Knowledge is power. This holds true in any
aspect of business, and doing your part to safeguard against

and money in the long run.

potential attacks is no exception. Build your understanding of

In addition, times have changed rapidly in the last two years with

of an attack.

nearly all companies having to shift to total or at least partial
remote work environments. According to the Mimecraft’s, “The
State of Email Security Report”*:

internet threats now and be proactive versus reactive in the wake

By advocating for the safety of your clients’ private information, you are reducing liability and providing security to your
own agency.

	
In 2020, the global pandemic caused a global shift to
remote and hybrid work, forcing organizations to pivot
the way they operate practically overnight — with little
to no preparation. And where most organizations saw
crisis, cybercriminals saw opportunity.

Some stats from the report:
• 61 percent of companies suffered a ransomware
attack last year
• 64 percent of companies saw a rise in email threats
• 79 percent of organizations were hurt by their lack
of cyber preparedness
Your agency’s size doesn’t matter – everyone is a viable target, and
it takes hackers only seconds to steal entire databases of informa-

*https://www.mimecast.com/state-of-email-security/?utm_medium=semppc&utm_source=googleppc&utm_campaign=soes_2021&utm_term=cyber%20
security&utm_content=un&gclid=Cj0KCQiA0eOPBhCGARIsAFIwTs6k-w_zmu2WG-43F6GzEutExm0qnwJoawu7nSTDFdkXm5Q8LCl4rjUaAj9bEALw_wcB
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from the
front line
By: Mark Brandt, Assistant Vice President of Commercial Lines, Smart Choice

CYBER – CHANGING THE MINDSET
I’m going to do this.
I’m going to go where no author has gone before….writing
an article about Cyber with no mind-boggling statistics
that would scare you, no prattling on about coverages, sublimits, and first or third party exposures. No “inside baseball” talk about loss prevention and breach response being
key to every business’s cyber security strategy. Frankly,
you’ve heard it all before. There are articles literally
every day recounting the latest horror stories of businesses
large and small falling victim to cyber attacks and phishing
scams. The pandemic-driven work from home experiment has become mainstream, but that flexibility has
brought new cyber exposures. The size and scope of the
Cyber landscape can certainly be overwhelming.

continiued on pg. 8
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continiued from pg. 7

This very edition of the Smart Choice magazine provides plenty

Regarding our own resistance to change and lack of acumen

of content and commentary from every source imaginable about

around Cyber, there is a cause-and-effect relationship here.

the importance of businesses to craft and implement a data

There was a time in our careers where we had to learn about the

security playbook, including a strong prevention plan of employee

other products we could sell blindfolded today. It was intimidating

training, breach response checklist and protocols, and yes,

at first, but through practice we navigated the learning curve and

insurance coverage. From our carrier partners to our CEO, you

developed muscle memory and expertise. Our clients rely on us

will hear about the importance of cyber security in this magazine

as their trusted advisor, do we want to jeopardize that trust by

and beyond. You have been relentlessly bombarded with

not even offering coverage for a claim they are now most likely to

statistics and compelling arguments and warnings, including

have, because we’re not willing to learn it? Will our customers be

your own E&O exposures as “full service” agents if you don’t

angrier at us for offering them coverage (whether they accepted

embrace it. And yet, Cyber continues to be a coverage that is still

or declined), or not offering them coverage that could have saved

not generally perceived as compulsory. Why not?

their business? Our carrier partners are more than willing to

There are some simple answers here, including cost and lack
of product and exposures expertise, and then there’s our biggest nemesis: inertia. Considering cost, yes Cyber coverage can
be expensive, especially when our small business clients have
already shelled out plenty of money for their BOP, Auto, and
Workers Comp policies. An additional premium for Cyber is a
difficult sell. Do you know what costs more than Cyber coverage?
A Cyber loss. Without a comprehensive security plan including
a Cyber policy, a single phishing scam or ransomware attack can
put our clients out of business.
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educate us on their cyber offerings and provide advice on how
to successfully close more accounts, earning revenue for an
additional vertical. Let’s take them up on it! A New Year’s
resolution we have a true obligation to keep. However, we must
first change our mindsets that it is not optional to offer Cyber
coverage to our business clients.

Mark Brandt

on
your
side

We make
it easier to
quote and
close faster

Personal lines
Nationwide Express® allows you to quote home
and auto in under two minutes. It also integrates
with comparative raters.
Commercial lines
ClearQuote® lets you complete a business
owners, business auto, workers’ compensation,
general liability or umbrella quote in minutes.
Swift, simple quoting tools. That’s the
advantage of partnering with Nationwide.

To learn more, visit Nationwide.com/proudpartner
Nationwide Mutual Insurance Company and affiliates. Columbus, Ohio. Nationwide, Nationwide is on your
side, and the N and Eagle are service marks of Nationwide Mutual Insurance Company. ©2021 Nationwide.

WHAT YOU NEED TO KNOW
ABOUT INSURTECH
By: Michael Miller, State Director, Smart Choice®

If you follow the action in the insurance industry, you know that

business owners’ policies, they may use data from telematics

InsurTech has been a hot trend these last few years. In a risk-

devices, smartphones, or even wearable tech, such as smart

averse industry like insurance, technological innovations are

watches, to dynamically price premiums. The telematics

often seen as disruptors.

programs such as Progressive’s Snapshot® or Allstate’s Drivewise
or Milewise products are examples of this innovation in action.

InsurTech solutions have definitely changed the way we all do
business. However, I encourage you to not consider InsurTech

Other InsurTech companies use data to build highly customized,

as a disruptor of business as usual, but as a new opportunity to

dynamic coverage products. They can craft on-demand

optimize your agency. Here’s what you need to know about this

insurance coverage for small events, such as borrowing a friend’s

game-changing trend.

car, or offer a variable group health insurance premium based on
employees’ healthy behaviors.

What is InsurTech?
A mash-up of the words insurance and technology, InsurTech

InsurTech is not only helpful with policy design, it is also

is the use of technology to uncover cost savings and efficiencies

innovating how carriers underwrite policies and manage claims.

in the insurance industry. Though InsurTech’s been around

Many traditional carriers have adopted InsurTech solutions to

since the early 2010s, its growth has accelerated over the last

make their claims and underwriting processes more efficient

few years. Deloitte estimates InsurTech firms have generated

and cost-effective while keeping their product offerings fairly

approximately $16.5 billion in investments since 2010, indicating

conventional. However, new carriers, such as Smart Choice®

many investors believe that InsurTech is the future of insurance.

partners Lemonade and SIS Insure, employ InsurTech solutions
from policy to balance sheet.

InsurTech companies rely on data analytics, artificial intelligence,
and machine learning to build highly customized insurance

What’s it like to work with an InsurTech carrier?

policies for consumers. While they may offer traditional products

When agents work with an InsurTech carrier, they can expect

such as personal auto coverage, homeowner’s coverage and

a digital-first experience for themselves and their clients.
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InsurTech firms tend to use electronic appointment processes to
onboard new agents and rely on cloud-based tools to quote, bind,
and issue policies. The customer experience with an InsurTech
carrier is similar, with digital access to policies and an online
claims experience.
How does InsurTech create opportunity for me as an agent?
Working with InsurTech carriers can help you create efficiencies
in your own agency. This can be as simple as eliminating paper
apps and policies or as complex as using an InsurTech carrier’s
data tools to craft ultra-custom policies for your customers. An
InsurTech firm’s streamlined, automated claims process helps
you look like a rockstar without having to micromanage the
claims experience for your customers. Most InsurTech carriers
offer digital marketing tools to agents to make expanding your
digital reach simple, from social media content to adding online
quoting tools directly to your website. These innovations help you
work smarter, not harder. Who doesn’t want to do that?
InsurTech is here to stay, and it is going to grow. By getting
on board with InsurTech solutions now, you can stay ahead of
your competition. As always, your State Director is here to help.
Reach out to them to learn about the InsurTech carriers that are

Smart Choice® InsurTech
Carrier Partners
Branch
Clearcover
CoverWhale
Cover
Elephant
Lemonade
Openly
SIS Insure
Swyfft

available in your state.
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CYBER MARKET OUTLOOK

SUMMARY

By: Risk Replacement Services

The U.S. cyber insurance market is in a standoff, with increased
demand, but low supply.

Insurers that issued $5 million cyber liability policies in 2020 now
issue $1-3 million policies and agents are scrambling to build
cyber liability coverage towers.

The insurance companies are willing to write less coverage, but
at a significantly higher rate.

Cyber liability exposures continue to evolve, with ransomware
attacks multiplying significantly and becoming more targeted.

Over the past year, the COVID-19 pandemic, increasing frequency
and severity of ransomware attacks have put pressure on the U.S.
cyber liability market, creating an imbalance between coverage
supply and demand.
Using technology in the workplace has broadened and deepened
cyber exposures, and data breach notification laws have increased
the demand for cyber coverage.
Data breach notification laws brought this exposure front and
center for many companies and the cost per record for data
breach notification was one of the most common coverage
questions we would receive.

The days of botnets and demands for hundreds or thousands
of dollars are over; today's attackers are more targeted and
sophisticated.
Ransomware has become a viable target for small to midsize
companies because they are willing to pay to get access to their
critical data.
Paying ransom for decryption keys is only one part of the cost
of ransomware; hackers also demand payment to prevent the
release of customer data.
The FBI requested a $40 million increase in its cybersecurity
budget for 2021, in response to the Colonial Pipeline attack.

Business email compromise is a popular type of social engineering
that typically asks employees to pay an invoice or change their

In response to the market conditions, cyber insurance

payment method.

underwriting has become more strategic and reflects the current
cyber exposures.

In 2014, the FBI's Criminal Crime Complaint Center received a
total of 1,495 complaints. By 2019, there were 19,369 complaints

Insurance companies now ask detailed questions about a

and $1.8 billion in losses.

company's information security practices through supplemental
application

forms,

including

questions

about

biometric

Cyber insurance claims continued to grow as more data was

information, IT vendor vetting process, and cybersecurity

exposed. However, the claims were relatively modest.

training for employees.

In 2020, insurance companies realized that ransomware claims

Advanced technology has made manufacturing companies more

would impact their bottom line. Cyber loss ratios jumped from

productive and globally competitive, but it has also increased

44.8% in 2019 to 67.8% in 2020.

entry points for hackers.

Claims for cyber-induced business interruption (BI) started to

Insurance companies are setting IT infrastructure minimums to

soar, and capacity restrictions started to grip the market.

qualify for cyber coverage, but many companies didn't have time

Cyber liability loss ratios were climbing, and some insurance
companies found they could no longer purchase reinsurance
from their reinsurers.
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to implement those controls before their policy renewal date.
MFA requires that a user provide a password and a device to gain
remote access to applications, servers or networks.

Although insurers simply won't underwrite a cyber policy without

If the balance between capacity supply and demand returns to

multi-factor authentication, they may also impose sublimits

equilibrium, sublimits on ransomware will continue to exist.

or even exclusions on cyber extortion and BI resulting from

These sublimits will act as a deterrent as well as a means of

ransomware events to control their loss ratios.

controlling loss ratios.

Insurance companies are using scanning technology to assess

Insurance agents need to keep up with the constantly changing

security and develop a metric-based estimate for a potential

nature of technology, and cyber policies are becoming more

cyber attack.

complicated.

Even with the right controls in place, organizations are unable

Agents should become familiar with application language such

to secure cyber insurance at 2020 rates. Carriers are increasing
premiums, and lowering coverage limits in industries that have
been hit by cybercrime.
The COVID-19 pandemic and its related office closings caused
millions of U.S. employees to work from home, which widened

as MFA, RDP, and proper back-up procedures. They can also tap
into available expertise by working with colleagues.
Smaller organizations and those in sectors like construction and
manufacturing, need to put a greater focus on network security.

the number of entry points for hackers.

Nick Carozza (RPS Area VP) recommends that small businesses

Small businesses were hit by BEC related to the federal Paycheck

security to a third-party provider, or at least augment their

Protection Program. Perpetrators used publicly available
information to identify PPP loan recipients and sent emails
requesting sensitive information.
Wire fraud and social engineering are more likely to occur with
workers at home, as they lack the safeguards created by casual
interactions with colleagues.
In the current market climate, the outlook for cyber insurance is
grim, but most insurance companies will be able to maintain a
steady cyber book in the future.
Solano agrees that insurance companies need to continue to offer
cyber coverage in the long run.
Insurtechs have entered the cyber insurance market and are
starting to follow traditional carriers in incorporating technology
into their underwriting process.
Behr advised insurance companies to become better at
determining what a good risk is and write that business.

and organizations either consider outsourcing their network
existing staff with outside expertise. Employee education is
another critical area for organizations to address.
The current state of the cyber liability market is actually a
functioning market and the challenges we are experiencing are
an opportunity for agents to help their clients reduce their risks.
Many insureds need to take more active roles in protecting their
organizations' information security.
There is no question that the cyber liability market is challenging.
The partnership between IT, government, insurance and private
enterprise will need to remain strong to continue to innovate in
this increasingly critical coverage area.
RPS cyber experts have helped businesses across a broad range
of industries find coverage for cyber exposures of any size.
RPS is a specialty insurance products distributor offering clients
solutions in wholesale brokerage, binding authority, programs,
standard lines, and nonstandard auto.
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COLD CALL APPROACH
By: Josh Seibert, Sandler Training®

The STORY:
Mark was having his usual results from cold calling. But he was
determined to make at least twenty contacts today no matter
what. He knew that with that goal accomplished, he’d average at
least three appointments.
Back to the grindstone, he thought.
“Good afternoon,” he began, “my name is Mark Swingle, and I
represent Global Office Equipment. We…”
Before he could continue, the person he was speaking to
interrupted him.
“We already have a supplier and are quite happy with them. Thank
you for calling.” With that she hung up.
Mark was so numb from having this done to him, he didn’t even
flinch. Nor did he consider this a contact. He had decided that
only folks who heard his whole bit could be counted. Others in
the office thought he was making it hard on himself, but that was
his goal.
Three more contacts, and I made the day, he thought.
“Good afternoon, my name is Mark Swingle and I represent Global
Office Equipment. We have a complete line of office equipment
and do our own leasing. Am I speaking to the right person about
this?”
“No,” came the response, “I’m just the receptionist. You want to
talk with Jane Kalina. Hold on, I’ll put you through.”

16 S M A R T C H O I C E ® M A G A Z I N E

“Hello, this is Jane Kalina. I’m not in right now and if you’d like

any sense of interest in what is being said? Or, perhaps more

to leave a message, press one and wait for the beep. Every call is

importantly, is the prospect engaged in the conversation? No. No.

important to me. Thank you and have a nice day.”

No.

Bill pressed one and waited for the beep. “Good afternoon, my

You wouldn’t like being treated like this, so why would anyone

name is…” and finished his bit. Hanging up, he tried to remember

ever think prospects like being treated like this?

if anyone ever called him that used voice mail. Couldn’t remember
a single person.

APPROACH:
Always identify yourself when you first speak to a prospect. This

It took him three more hours, but he finally did get those last

is a phone courtesy. Then make a truthful statement you both can

three contacts he needed.

agree with, such as, “Doesn’t sound like you know me.”

The RESULT:

Then wait for a response. You are getting the prospect engaged in

Mark is having a tough time finding anyone who will listen to him.

the conversation. Despite what you may think, this question also

Despite the hours of rewriting his script, he still gets brushed off

gets their interest.

on most of his calls. About three-quarters of the appointments
he makes are cancelled. Half of the ones that aren’t actually

“Hoped you did but this happens to me all the time. This is kind of

cancelled don’t end up in a real meeting. When he arrives, he is

awkward for me. Do you mind if I ask you a question?”

told by a receptionist to leave literature.
Ninety-nine point nine percent of the prospects will say “Yes.”
DISCUSSION:

You have just been invited in whether you realize it or not.

Truthfully, the prospect you are cold calling has absolutely no
idea who you are, what you do, or for that matter, whether she

“I usually only work with presidents of the company. Are you the

can trust you.

president?”

So how do most salespeople start the one-sided conversation?

“Yes.”

“Hi, this is Bill Rodgers from Smith and Smith. I represent office

“Here’s why I’m calling, and if this doesn’t make sense to you,

efficiency machinery designed to…” and on and on.

interrupt me…I don’t want to make it awkward for you, too.”

Think about the effect on the prospect on hearing this. It’s

“Ok.”

just another salesperson who, if I can get a word in, is going to
promise me that his equipment is better than what I have, most
likely a lot less expensive and will never break down. How do I get
him off the phone so I can get something done?

THOUGHT:
Tell the truth right from the very first contact with the prospect,
and you will have someone who will listen and respect you for it.

Did this “conversation” start off with a statement of truth both
parties could agree to? As it progresses, does the prospect feel
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We do more,
so you can grow more
The right products and programs to help you compete.

Liberty Mutual Business Insurance

Safeco Personal Insurance

Talk to your territory manager or find
one at LibertyMutualGroup.com/Business
and Safeco.com/agent-resources

5 WAYS
FUTURETHINKING
AGENCIES
ARE
PREPARING
FOR 2022
By: Safeco Insurance

Doubling down on digital

Cultivating a growth mindset

Over the last two years, independent

“As a channel, we are at an inflection

insurance agencies embraced more

point,” Tyler Asher, Liberty Mutual

digital ways of doing business. In our

and

research report, Rise of the Digital

distribution, wrote at the beginning

Insurance Agency, we found that

of 2021. “One where we can choose

adopting digital was good for agency

to continue the same course despite

growth.

changing market conditions—or one

Safeco’s

president

of

IA

where we can evolve, knowing the
Our research found that agencies

transformation won’t be easy but

that adopted more digital capabilities

will allow us to emerge stronger

grew 60% faster than low digital

than ever. Future-minded agencies

adoption agencies.

will choose to evolve.”

When we talked to top agencies, it

Asher went on to argue that adopting

was clear that they will continue

a growth mindset – a willingness to

to focus on digital. Majda Baltic,

learn, adapt and evolve – will help set

president and owner of Majdas

agencies up for long-term success.

Touch Insurance, explained how

No one could have anticipated the

digital tools helped her scale her

This is no less true for 2022 than it

business and quadruple the size of

was for 2021. Our 2021 Agent for the

her agency.

Future Award winners are all stellar

challenges and changes brought by

examples of what a growth mindset

the last two years. The impacts of

“Being fully digital made things

COVID-19 created monumental shifts

easier and smoother for me and also

in how we work, use technology,

provided a better experience for my

Do you have a growth mindset?

communicate and interact.

clients,” she wrote in her article on

Use the Growth Mindset Index™

Agent for the Future. “Technology

(developed by Beyond Insurance) to

We at Agent for the Future have been

allows you to accommodate people’s

find out.

continually impressed to see how

needs in so many different ways

independent insurance agents have

beyond doing everything in-person.”

can look like in action.

responded to the challenges and
rose to meet the opportunities of this

Heading

strange time.

for

into

agencies

2022,
to

it’s

time

reassess

their

digital capabilities. Which digital
As we head into 2022, here are some of

capabilities might your agency need

the things we learned about what top

to implement or improve to continue

agents and agencies are doing to blaze

growing into the future? Take our

their path forward into the future.

digital agency assessment for ideas.

continiued on pg. 20
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Re-imagining

Focusing on their people

Thinking outside the box for

workplace structures

and workplace cultures

hiring and recruiting

2020 and 2021 drastically changed

Workplaces are becoming more

Faced with extra challenges brought

how we work. Many people got their

human. With the challenges and

by the “Great Resignation,” business

first tastes of remote work, and

hardships brought by the last

leaders in 2021 sought new ways to

many found they liked the flexibility.

few years have come more open

attract and retain great talent.

conversations about mental health,
Going forward, many agencies plan

burnout and self-care.

Agencies have to work harder to

to adopt a hybrid approach, allowing
a mix of in-person and remote work.
When Ericson Insurance Advisors

attract great candidates for open
Future-thinking agencies recognize

positions. They have to show what

that their employees are their most

their agency has to offer. Plus, since

valuable asset.

many agents are heading toward

sent their employees home full-

retirement in the next few years,

productivity

“After a strange and difficult year,

agencies will have to start hiring

actually increased by 20 percent

it’s more important than ever before

fresh talent from outside of the

or more. Its revenue also grew,

for business owners to care for our

industry.

and since productivity was high,

employees and lead with empathy,”

the agency was able to manage the

Ashley

of

In his article on Agent for the Future,

growth without having to bring on

Harbor/Brenn Insurance Agencies

Jack Hoedeman, CEO of Compass

additional staff.

wrote in her AFTF article. “If you

Insurance, stressed the importance

time,

the

agency’s

Whitney,

president

take care of your people, your

of showing potential hires that

The results showed that remote

people take care of the clients. They

there are many great career paths

work was “good for the firm and so

take care of the business.”

in insurance and helping employees

good for employees and for the value

grow.

proposition that we’re delivering,”
Spencer Houldin, the agency’s co-

“Whether

president said.

employee or helping a current

we’re

hiring

a

new

employee navigate career choices,
Learn more about the future of

there are several questions our

hybrid work in our report, The

leadership team always considers:

Independent Agent’s Guide to the

Are the right people in the right

Future of Work.

seats? How can we help employees
be the best version of themselves?
How can we set them up to be
successful? How can we make sure
they get out of bed in the morning
and feel excited to go to work?”
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GROWING TRENDS IN
CYBERCRIME AND IDENTITY THEFT
By: Catherine Rudow, Vice President of Cyber Insurance, Nationwide

According to a recent Agency Forward Survey¹:
• 47% of consumers are concerned about cyberattacks
• 68% of agents feel that consumers are less prepared for a
cyberattack than they think
• Less than 20% of consumers have cyber insurance protection
• 36% of consumers don’t know enough about
cyber insurance protection
• 32% didn’t even know personal cyber insurance
was available
• 14% of consumers have experienced a cyberattack,
and for 30% of them it impacted or jeopardized
their finances
A cyberattack is defined as an attempt to steal, expose, alter,
disable or destroy information through unauthorized access to
a computer system.
Cyberattack examples include, but are not limited to:
• Identity theft and fraud
• Extortion with the use of ransomware
• Exploiting compromised usernames and passwords
• Phishing, smishing, or vishing attacks

How can you help protect your clients?
Increase their awareness – it can happen to them!
Currently 8 in 10 agents say that many of their clients are unsure
of how they are exposed to cybersecurity losses, what cyber
services are available as part of an ID Theft insurance policy, or
that they underestimate the threat.
Here are some conversation starters to help increase awareness
and educate your customers about their exposure to cybercrimes:
• Asking a customer if they (or someone they know) has ever
been the victim of ID theft, fraud or a scam? How did it impact
them and/or how did they resolve it?
• Would they know what to do it they were a victim of ID theft,
fraud or s scam? Often times we find that consumers either
do nothing or very little at the first signs of fraud and this
can end up resulting in a very complex mess for them to later
resolve.
• Point out how many of the other things that consumers often
insure/protect which can be replaced, but their identity is
really worth protecting as well
• Tips for Taking Care of Your Digital Self
continiued on pg. 22
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Educate

Offer them solutions

The bulk of the losses in 2020, $43 billion, stemmed from identity

For added assurance and peace of mind, you may discuss

theft scams where criminals interact directly with consumers

considering identity theft insurance or other identity protection

to steal their information. Victims of these scams lost $1,100 on

services with your clients. Understanding the options that are

average, according to a recent article from CNBC².

commonly included (everything from “lost wallet protection” to
“black market website surveillance) and what they may cover can

With the COVID-19 pandemic changing the way people shopped
and transferred money, many criminals targeted digital wallet
and payment methods such as Apple Pay and Zelle. About 18
million consumers were victims from scams through these digital
payment methods in 2020³.
“The culture of fraud is clearly shifting. The pandemic has
created so many more points of vulnerability for families and
businesses,” says Paige Schaffer, CEO of global identity and cyber
protection services at Generali Global Assistance4.

help your customer decide which plan best suits their needs6.

Nationwide can help, offering both cyber and
identity theft protection services
Nationwide’s Identity Theft Protection Program
Nationwide’s Identity Theft protections is there to back them
up if a client becomes a victim to Identify theft. Nationwide will
reimburse up to $25,000² for covered out-of-pocket expenses
and provide access to a team of Resolution and Cyber Risk
Specialist3 to help:
• Obtain the list of their creditors and contact them with
separate itemized fraudulent account statements for each
fraudulent occurrence
• Report fraudulent activity to local authorities and forward a
report to their creditors.
• Stop damage to their credit within minutes of authorization
by directly contacting major credit bureaus to place fraud
alerts.

Here are some common digital fraud methods consumers can
watch for5:
1. Unsolicited calls or emails: technology has made it easier than
ever for scammers to impersonate anyone, from government
agencies to relatives. In order to protect themselves, most
experts recommend that consumers avoid picking up any
calls from unfamiliar phone numbers. Instead, let them roll
into voicemail for further scrutiny.
2. High-pressure tactics: Another way to tell that a call or
message is from a scammer is if they say that they need
sensitive information right away. It’s usually a red flag if
something needs to be done immediately or if there are
threats that your clients will lose money if immediate action
is not taken.
3. Outdated passwords: Many identity theft scams are done
by criminals who have obtained log-in information from data
breaches that have occurred within the past few years.
Regularly updating passwords can help prevent unauthorized
access to your customer’s accounts. And they shouldn’t use the
same password across all of their accounts – create something
new for each one.
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• Report the identity theft to the Federal Trade Commission
• Assist your client in replacing documents include driver’s
license, passport, social security including driver’s license,
passport, social security card or other identification
• Provide foreign language translation whenever necessary (e.g.
If someone is overseas and need help to communicate with
local police in order to file a report).
• Provide an emergency cash advance if identity theft occurs
while away from home (restrictions and limits apply).
• Help them untangle the consequences of medical ID theft.
• Review credit and non-credit related records with your client
to determine the extent of damage that has been incurred.
• Provide your customer with ongoing monitoring and alerts
of fraudulent activity associated with their name, address,
social security number and date of birth.
In addition to the coverages, customers also have full access to a
comprehensive suite of services, including the following:
Online Data Protection
• Anti-Ransomware – Monitors all attempts at encryption
activity and protects their emails, photographs, spreadsheets,
and other files from being encrypted and held for ransom.
• D
 ataScrambler® – Protects customers from spyware that
attempts to steal confidential information log their keystrokes,
and access their computer’s built-in webcam

• P
 hishBlock® – Detects malicious websites designed to steal

Home internet security restoration

their information by using proactive and customized anti-

If a client is a victim of a cyberattack, our dedicated team of

phishing technology

specialist will work to restore their home’s internet connection
and

Personal Cyber Protection Advice & Guidance

internet-connected

devices

and

re-secure

home

infrastructure including:

Our dedicated team of cyber risks specialists are available

• Identification and troubleshooting internet service to confirm

to assist with any concerns or questions about keeping your

issue and repair any connectivity operating system (OS) or

customers safe online.

configuration issues on devices
• Advice on resolution steps if the issues are outside of the

• Phone support to answer questions on best practices, review

home environment

attempts of device compromises such as spam emails, and

• Optimization of Wi-Fi for connected devices in the home

suggestions on prevention

environment

• Educational articles on security topics such as home network,

• 
Troubleshooting research and repair of their router or

email online browsing, unsecured Wi-Fi hotspot usage and

connected devices, ensuring that their router is updated to

backup & restore.

the latest OS and firmware

Data recovery

• 
Providing information and answering questions on best

• Updating and upgrading of operating system (OS) patches

practices to secure their home network

related to security vulnerabilities in PC and mobile devices
• Assistance in device restoration to a working state, including
OS reinstallations or device reset
• Assistance with setup or regular backup to a preferred solution
to ensure optimal availability in the event of loss

Cyberattacks can result in a significant loss of time and money—
not to mention lasting emotional effects. Your clients need to be
aware that this can happen to them and could have major impacts.
Nationwide’s Cybersecurity and Identity Theft Protection
services can help offer them peace of mind, as well as valuable
services to help both prevent cyber and identity theft crimes and

Device cleanup

recover their data and identity.

• Updating and upgrading of OS patches related security
vulnerabilities
• Scanning and removal of infections such as virus, malware,
adware, etc. where possible
• Device tune-up to improve performance and operability

Citations/Disclaimers
Must be combined with a Nationwide auto, home, renters, condo or RV policy

¹Monitoring, portal, resolution assistance services, and personal cyber protection services provided by Generali Global Assistance. There is no

additional charge for these monitoring and portal services for up to two adult members of the household and enrollment is optional. Charges apply
for additional household members.
²Must be combined with a Nationwide auto, home, renters, condo or RV policy
³Monitoring, portal, resolution assistance services, and personal cyber protection services provided by Generali Global Assistance. There is no
additional charge for these monitoring and portal services for up to two adult members of the household and enrollment is optional. Charges apply
for additional household members.
Sources

¹Nationwide Agent Authority Survey 2020, https://agentblog.nationwide.com/agency-growth/sales/cyber-attack-prevention/
²Customers lost $56 billion to identity fraud last year—here’s what to look out for https://www.cnbc.com/2021/03/23/consumers-lost-56-billiondollars-to-identity-fraud-last-year.html

³ibid
4ibid
5ibid
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SMART CHOICE

®

SCOOP

Smart Choice Reports Growth and New Hires

Smart Choice has promoted Executive Vice President of
Strategic Alliances Joe Fisher to Chief Operating Officer (COO).

Over 1,100 new agencies joined the fastest growing agency

As COO, Fisher will work to establish and refine managerial

network in 2021, accompanied by 28% gross revenue growth

and administrative procedures, reporting structures and

for the year. For the new year, the company has added two

operational controls within the company.

additional sales executives and made some internal organizational changes.

Joe Fisher
Chief Operating Officer

“We continue to grow at an aggressive pace year after year,”
said Smart Choice President Andrew Caldwell. “As the insur-

“Any time a company experiences

ance industry continues to evolve rapidly, it’s important that

the type of continuous growth Smart

we do the same as a company. We’ve made some key hires and
organizational decisions for 2022 that will help us continue to
accommodate the needs of our agency and carrier partners in
the coming year.”

Choice has, there is a need to refine legacy
operations,

adopt

business

continuity

strategies

and

plan for the next five, fifteen and fifty years,” said Joe
Fisher. “The best way to lead is to get out in front of

NEW KEY STAFF JOINING SMART CHOICE
IN THE NEW YEAR INCLUDE:

barriers and obstacles to more growth.”

Jeff Huff
National Sales Director
for Smart Choice Partners
Jeff Huff, CPCU, a 35-year veteran of the insurance and financial services industry, joins Smart Choice
as National Sales Director for the company’s Smart Choice Partners (SCP) division. Formerly employed
with major industry carriers such as Travelers, Aetna, Alfa Insurance, and BB&T, Huff brings decades
of knowledge to his new position at Smart Choice. Huff will manage all facets of sales performance from
Smart Choice Partners’ hubs and offices, and work to develop policies and initiatives within SCP to
ensure company adherence to all new growth objectives.

David Philpott
VP of Human Services
David Philpott, with over 35-years’ experience in all aspects of Human Resources, joins Smart Choice as
Vice President of Human Resources, where he will direct and manage human resources for the company’s
employees. After several decades serving Harris Teeter in various HR senior management positions,
Philpott joined the JER HR Group where he was involved in all areas of HR consulting.
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Gain the digital
marketing
expertise
agents need.
Visit nationwide.com/digitalstrategies
to get more for your business.
Nationwide Mutual Insurance Company and affiliates. Columbus, Ohio. Nationwide, Nationwide is on
your side, the N and Eagle, Proud Partner of Independents, and Agency Forward are service marks of
Nationwide Mutual Insurance Company. ©2021 Nationwide.

It’s a new world and potential clients
are online more than ever. Agency
Forward℠ from Nationwide is here to
help you navigate this uncertain time.
Get a better understanding of digital
trends and learn from experts about
creating relationships online to grow
your business with an engaging
website and social presence.

AmGUARD • EastGUARD • NorGUARD • WestGUARD

Data Compromise
& Cyber Suite Coverage
Businesses of all types are at risk for data breaches.
Confidential information that becomes unretrievable or ends
up in the wrong hands could put a company in real jeopardy.
Available as an “Add-On” to our Businessowner’s or
Commercial Package Policies*, our Data Compromise
coverage has been designed to help minimize the impact
of lost, stolen, or compromised data. Similar but extended
protection is featured through our Cyber Suite coverage.

Contact us for
more product
details or visit
www.guard.com.

Both endorsements take into account response, defense, and
liability expenses, critical components of a good security plan.

PROUD SMART CHOICE ® CARRIER PARTNER
Please direct appointment inquiries to your Smart Choice Territory Manager.

*Not all Berkshire Hathaway GUARD Insurance Companies provide the products described herein nor are they available
in all states. Visit www.guard.com/states/ to see our current product suite and operating area.

Cyber Threat:
COUNTERMEASURES & CONTROLS
While cyber crime was already on the
rise pre-COVID, the pandemic and
accompanying shift to virtual working/
learning accelerated most of the world’s
exposure. The insurance industry
suffered financially as a surge in
ransomware incidents, repair of hacked
networks, business interruption losses,
and even public relations fees to mend
reputational damage erupted.

CYBER SECURITY
CONTROLS
Education, awareness,
training, and testing;
people are always the first
line of defense against
cyber attacks
Multi-factor authentication
that requires at least two
pieces of identification for
user access to company
systems

The result has been double-digit rate
increases in cyber coverage with
scarcity at issue as well. Expectedly,
some insurers will not even entertain
a cyber policy unless various
countermeasures are met.

Email filtering to identify
and block malicious
emails and attachments

In 2022, businesses using technology
platforms need to understand:

Web security to block
access to potentially
dangerous sites

The magnitude of risk within the
virtual environment;
The importance of adequate
insurance for their particular
network; and
The advantage of investing in cyber
countermeasures and corporate
governance.
While we offer some measures here for
discussion with your clients, we highly
recommend consulting with a cyber
security expert for further explanation,
help with implementation, and ongoing
assessment as both technology and the
level and type of threats evolve.

Privileges that allow/
restrict levels of system
access based on job roles
and responsibilities
Vendor and digital supply
chain access portals
Secured, encrypted,
and tested back ups for
effective recovery of
breached data
Continuous monitoring
software to help analyze
network vulnerabilities
Cyber incident response
planning and testing

The information contained herein is not all inclusive but intended to provide a general overview
for marketing purposes and should not replace the guidance, advice, or recommendations from
licensed insurance or legal professionals or other industry experts. All state and federal rules/
regulations apply. © January 2022.

Brought to you by Berkshire Hathaway GUARD Insurance
Companies, A+ Rated (by AM Best as of 4/2021) Property and
Casualty insurers. Visit www.guard.com for product availability.

SMART SUCCESS STORY #8627
superhero agent profile

Jeremy’s Story

THIS SCRATCH AGENCY
WENT FROM ZERO TO A
$1.6 MILLION DOLLAR BOOK
IN JUST 18 MONTHS.
Big city success story? Nope, Jeremy is in a small town.
Big marketing budget?

No, he didn’t spend a dime.

But, after ten years as a captive agent, he knew a thing
or two. Jeremy explained, “Everyone was completely
flabbergasted when I told them I was leaving to go
independent. I was doing very well and had a great,
comfortable job, but unfortunately, I had reached a
plateau and couldn’t go any higher unless I decided to
leave and be an agency owner myself.”
After meeting with a few networks, Jeremy partnered
with Smart Choice. “Having access to their advisors was
an amazing resource – helping me put a strong foundation in place so my agency could succeed immediately.”
Jeremy has earned his agency 165 Five Star Google
reviews, in under two years. His close ratio has gone from
30% to 85-90% since his transition to the independent
world.

His retention ratio for core clientele hovers

around the 98% mark. “Early on, Smart Choice set me
up with a major carrier who hadn’t appointed anyone in
the state in two years, and the carrier rep met with me
solely because his relationship and history with Smart
Choice was so solid that I was able to get that meeting
simply because they vouched for me.” Truly heroic!
want to learn more about how
smart choice can help you
start or grow your own agency,
then give us a call at

888.264.3388 or visit us online
www.smartchoiceagents.com.

